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01 Introduction
With a period of over a year since the last
successful hijacking of a large merchant vessel
in the Indian Ocean, and a marked decrease
in Somali pirate activity, the maritime media
spotlight has recently been turned on West
Africa, in particular to the Gulf of Guinea.
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Some commentators have pointed to a significant increase in maritime
crime in the area, leading to a perception that we are seeing an explosion
in piracy and criminality in the region. Whilst there have been, and continue
to be, causes for concern in the scope and scale of maritime crime in the
Gulf of Guinea, it is no new phenomenon. The region has a long history of
crimes against seafarers, from simple low-level robbery to complex hijack
and cargo theft and the kidnap of crew for ransom. Any one of these
criminal practices can bring with them the threat of, and actual, serious
violence against seafarers that operate in the region.
The aim of this Special Advisory is to outline the types of threats that may
be encountered in the area, describing the character of these criminal
acts alongside the practical ways of mitigating the threat. This report
will describe each area of criminal activity before exploring how the Gulf
of Guinea significantly differs from the environment of the Indian Ocean
and how much more complex it is when it comes to mitigating the threats
from pirates and other maritime criminals. Regional and international
naval capabilities will be addressed in an Annex at the end of the report.
The report will conclude with some practical recommendations on how to
reduce the risk to ships and their crews.
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02 Same Continent, 					
Different Environment
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In the Gulf of Aden and Indian Ocean, Somali pirates take advantage of
the lawless conditions of a failed state which has allowed them freedom of
action to mount operations, hijack vessels and return them to anchorages
from where they have negotiated ransoms for the vessels’ release. They
are able to do this because of the lack of an enforced rule of law. In recent
times, the risk reward ratio has changed for Somali pirates; international
shipping has promoted best practice that has reduced the risk to vessels
transiting the area alongside the international naval efforts and the
embarkation of armed guards on board individual vessels to prevent hijack.
International navies have operated freely along the Somali coastline and,
where necessary, have moved into the beaches and beyond in pursuit of
pirates, either independently or as part of a coordinated coalition effort.
Privately sourced armed guards have responded to approaching pirates
with demonstrations and actual use of force that has thus far prevented
any pirate group from hijacking a vessel with an armed guard detachment
on board.

The first thing to note about the Gulf of Guinea
is the fundamental way that it differs from the
environment to the east of the continent where
Somali pirates operate against international
shipping.
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The Exclusive Economic Zones (EEZ) of West Africa

In the Gulf of Guinea, a very different environment exists. Pirates and
maritime criminals do not have the benefit of the un-policed haven of a
failed state, but instead operate out of a number of sovereign states with
their own territorial waters (TTW) and exclusive economic zones (EEZ).
This very state of order means that the measures adopted in the east
are inappropriate in the west. There appears to be no appetite for an
international naval operation in the Gulf of Guinea, nor is there any way
that foreign armed guards can operate within the TTW of the regional,
sovereign nations. Poor maritime capabilities and a lack of a coherent
approach, albeit aspired to, from the regional nations means that
criminals can take advantage of the operational seams between various
nations. Finally, with few signs of successful judicial outcomes, the risk
reward ratio appears to favour the criminals, with little evidence seen of
them being caught in sufficient numbers or held to account for the violent
crimes they perpetrate.
It is against the above backdrop that maritime crime continues to thrive
in the Gulf of Guinea at a time when it is on the decline in the High Risk
Area (HRA) of the Horn of Africa and Indian Ocean. Some elements of
the ‘medicine’ that has resulted in success against Somali pirates, in
particular the international naval effort, nascent judicial capabilities and
the use of embarked armed guards are just not available as mitigation
measures in the Gulf of Guinea. This Special Advisory will explore this later
in more detail.
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03 Maritime Crime in
the Gulf of Guinea
Maritime crime in the Gulf of Guinea falls into three
distinct categories and is a threat to merchant traffic
transiting or operating in the area. At one end of
the spectrum we see the type of crime we might
expect to see in ports and anchorages around the
world, primarily opportunistic and conducted by
petty criminals. At the other end of the spectrum
we see some of the most violent crime perpetrated
against mariners anywhere in the world.
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The threat of or actual violence is used against seafarers, either in the
course of kidnapping them for ransom or in forcing them to engage in
activities such as cargo theft. Whilst violence is a feature of Somali pirate
operations, it is far more liberally used in the Gulf of Guinea where life
appears to be cheap and the criminals are more determined. It could be
argued that it is in the interest of Somali pirates to keep those they capture
in relatively good health, especially if they are to negotiate ransoms for
their release. In the Gulf of Guinea, restraint is not a general feature and
there have been some tragic instances of crew being killed for little gain.
Another way in which the violence differs from that used in the Indian
Ocean is the way that a criminal group will press home an armed attack
even when facing the use of force by a defending group on a vessel.
There are numerous instances of fire fights between criminals attacking
vessels, in particular for the purpose of kidnapping. In some of these,
the attackers have been prepared to take casualties in the course of their
crime.

“In the Gulf of Guinea,
restraint is not a
general feature and
there have been some
tragic instances of
crew being killed for
little gain.”

The types of crime seen in the Gulf of Guinea fall into three broad
categories:
• Petty theft and opportunist robbery.
• Kidnap for crew who are taken ashore and held for ransom.
• Cargo theft categorised as Extended Duration Robbery by
Dryad Maritime.

Figure 2
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04 Petty Theft
Petty theft and opportunist robbery can impact

Incidents of petty theft in the Gulf of Guinea are primarily an act of
opportunism; there are however, a number of identifiable features
with this type of crime in the region. Incidents of petty theft will
normally feature a small number of attackers, more often than not
armed, who will board a targeted vessel from the seaboard side,
if the vessel is alongside. Attacks most often occur at night with
would be robbers normally deterred if they are discovered prior to
the act. The most popular target for maritime criminals is goods
that can be easily carried away, such as ships’ stores or crew
belongings. This type of crime is no different in nature to other low
level crime in ports and anchorages around the world.

vessels at anchor, whilst alongside at berth,
and whilst conducting operations in port outer
anchorages. Within the past year, instances of
minor crime have occurred from Mauritania to the
Republic of Congo.

Basic security precautions can deter and prevent petty theft.
Sensible precautions, such as ensuring that the vessel is well
lit with potential access points monitored regularly or sealed off
altogether, supported by regular upper deck patrols (preferably in
pairs), can mitigate the risk and significantly reduce the chances
of success for the opportunistic thief or gang. This advice holds
good for vessels at anchor anywhere in the region. All but the most
serious of crimes can be avoided by spotting the approach of small
craft and letting the occupants know that they have been seen.
This is particularly important in the hours of darkness. It should be
noted that anchor chain hawse pipes have been a popular way of
accessing vessels, therefore physical barriers should be considered
for these points of access.
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An example of petty theft is detailed below; please note that the time of
this attack (1200 UTC) is rare.
DTG: 1200 UTC 18th April 2013
Location: Apapa Port, Lagos - Nigeria

Republic of Congo

Incidents of minor crime have affected the entire coastline
between Mauritania to the Replublic of Congo during 2013.

7

Reports state that at approx. 1200 UTC five robbers boarded the Greek
flagged bulk carrier MV Anatoli just after it had berthed at the Greenview
Development Nigeria Limited terminal at the port of Apapa – Lagos. The
robbers, having gained access to the vessel, broke into ships stores and
stole paint and marine ropes. As the intruders escaped, duty personnel
aboard the bulk carrier informed the police of the incident who were able
to apprehend the robbers at 1330 UTC, the same day and return the
stolen items to the vessel. (Source: Media)
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05 Kidnap
Kidnap is an endemic industry embedded
within Nigerian criminal culture with the threat
permeating both the land and sea domains.
Foreign nationals remain a primary target for
this criminal enterprise, due to the high ransom
payments that can be achieved. The number of
kidnappings involving the expatriate workforce
ashore in the Niger Delta region declined
in the wake of a government sponsored
amnesty scheme and rehabilitation process
delivered by the Presidential administration of
2009.

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

This process was part of an overall attempt to curb militancy in the Niger
Delta. Further to this, improvements were made in corporate security
policies and the provision of protective security ashore to address the
risk. The threat, however, remains extant with an increasing one from
Nigeria’s own radical Islamic group Boko Haram and the offshoot,
Ansaru. Whilst the trade in kidnapping remains lucrative, the payment
of ransom demands receives scarce media attention. The continued
payment of ransoms and the profits generated encourages criminals to
continue this type of crime. In the maritime domain, the recent rise in the
number of incidents recorded offshore Niger Delta represents a significant
escalation, especially in comparison to figures from 2011 and 2012.
The kidnap of crew for ransom has become an area of growing concern
for mariners operating in the Gulf of Guinea with the area offshore Niger
Delta the epicentre for this type of crime. Incidents have, however, taken
place in the vicinity of the Bakassi Peninsula and in the anchorages of
Douala, Cameroon. All commercial traffic is at risk from this type of crime;
vessels ranging from product tankers to tugs, and from passenger vessels
to cargo ships targeted in the past year. The act of kidnap offers little risk
with a high yield to be gained.

“Whilst the trade in
kidnapping remains
lucrative, the payment
of ransom demands
receives scarce media
attention.”

“The act of kidnap
offers little risk with
a high yield to be
gained.”

An example of kidnap is examined below;
DTG: 2100 UTC 25th April 2013
Position: 03.48N – 005.54E
Location: 30NM offshore Niger Delta
Fourteen pirates in two vessels approached and boarded the Antigua
& Barbuda flagged container vessel MV City of Xiamen whilst underway
offshore Niger Delta. Reports indicate that the supply vessel MV Utai 8,
hijacked in the area earlier in the day, was used in the attack. The second
attack craft was described as a speedboat with an orange hull and blue
wheelhouse. The ship raised alarm and crew took shelter in the citadel.
The pirates were able to breach the citadel and they kidnapped the
Master, C/O, C/E, 2/E and 3/E and escaped with ship’s and crew cash.
The remaining crew were reported safe. (Source: Various)
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Types of Attack & Current Trends

In maritime attacks, the assailants will primarily identify the highest ranking
officers aboard the vessel; the Captain and other officers, including the
Chief Engineer, being the most likely targets for kidnap. These are then
taken ashore and held for ransom. Nigerian and other African crew
members will generally not be targeted and have been known to be left
alone, even when non-African crew have successfully made it into the
safety of a citadel. It is most likely that this is because of the relative
size of ransom monies that can be raised for such nationalities and not
because of any sense of loyalty to regional seafarers.
The criminal groups that conduct these attacks will sometimes seek to
maximise their profits by attacking more than one vessel. In previous
incidents, victims from separate ships have been held together ashore.
In the past year, Dryad has noted increasing sophistication in the modus
operandi of criminal syndicates in the Niger Delta area; firstly the increasing
use of commercial vessels hijacked for use as mother-ships, secondly the
expanding range of criminal groups offshore Niger Delta.

“Dryad has
noted increasing
sophistication in the
modus operandi of
criminal syndicates in
the Niger Delta area.”

On 16 April 2013, armed assailants approached and fired upon the
crude oil tanker MT Cap Theodora at a distance approximately 157 NM
from shore. The vessel managed to escape the attackers by conducting
evasive manoeuvres. This distance far exceeds the previous maximum
noted by Dryad and demonstrates the increasing threat to commercial
traffic operating in the Gulf of Guinea. In recent years the area of criminal
operation has increased steadily, resulting in our general recommendation
to vessels to rehearse and put in place security measures prior to entering
within 200 nautical miles of the Gulf of Guinea shore. The above incident
with MT Cap Theodora marks a significant expansion in range for this type
of crime and suggests that such an incident might be intelligence led as
it seems unlikely that a criminal gang would wish to operate speculatively
almost 160 nautical miles from shore. Whilst cargo theft crime (see next
section) has been seen at ranges in excess of the above, such crime is
primarily aimed at vessels in anchorages and does not generally rely upon
encountering vessels in open sea areas.

Calabar

Port Harcourt

In one incident, the MV Armada Tugas 1, a legitimate support craft, was
reportedly used as a staging platform to launch assaults against the Walvis
7 and Esther C in February of this year. In April this year, the commercial
escort vessel MV Utai 8 was hijacked for use in the attack against the MV
City of Xiamen offshore Niger Delta. A total of ten crew members were
kidnapped from the above vessels in three separate incidents.

Opobo

Limbe
Malabo

(AA) 30/06:15 June 12 MV

(A) 16/00:12 Apr 13 MT Cap Theodora

The MT Cap Theodora incident demonstrated the expansion in the range of
criminals’ operations in West Africa
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06 Refined Product
Cargo Theft
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In response to the threat, and with regional assistance, the government of
Benin established a patrolled zoning scheme offshore Cotonou and were
quick to expand naval capability with the delivery of four French made
patrol craft. The patrol scheme is largely credited with the subsequent
drop in attacks reported offshore Benin. This setback failed to completely
deter the Nigerian criminal syndicates who simply expanded their
operations further afield. Firstly westward, to Togo in 2012, followed by
the Ivory Coast in 2012/2013. More recently, the crime moved southwest
to offshore Gabon, where a tanker was hijacked in July 2013.

With the recent decline in Somali piracy incidents,
the international media and shipping community have
redirected their focus to West Africa, with particular
attention being paid to refined product cargo theft or
Extended Duration Robbery (EDR)1. Some commentators
have described this criminal activity as a new threat to
product tankers transiting the Gulf of Guinea. However,
this type of crime pre-dates Dryad records which began
in 2009. EDR first came to prominence in 2011 when ten
successful attacks occurred within the territorial waters
(TTW) of Benin.
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“This type of crime
(EDR) pre-dates Dryad
records which
began in 2009.”

The gangs that perpetrate this type of crime are believed to be Nigerian
in origin; they select refined petroleum based cargoes that are stolen for
sale on the black market in the Gulf of Guinea. Reports have alluded to
criminal links to the Far East and to Eastern Europe. Attacks are well
planned and conducted most often at night with assailants well-armed
and knowledgeable of a ship’s infrastructure and operation. Vessels have
been boarded during STS operations and whilst anchored offshore. Once
boarded, the target tanker will usually be sailed towards Nigerian TTW
where an illegal STS transfer will take place prior to release. Unlike petty
theft, and even kidnap for ransom, this type of crime requires specialist
maritime knowledge and expertise. Professional mariners are known to
have been involved in such hijacks and have used their knowledge of
ships’ navigation and communications systems to deny tracking, destroy
evidence and conduct the illegal transfer of cargo to other vessels. The
distance at which these groups operate indicates the intelligence led
nature of the crime. With the expansion in the area of reported incidents,
it appears clear that distance is not a barrier to the syndicates that
perpetrate this type of crime.

Bight of Bonny
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The spread of EDR incidents since 2010

Extended Duration Robbery (EDR) is a category used by Dryad to describe incidents
where the vessels are taken under duress for a period, normally up to 5 days, whilst cargo
is siphoned off prior to being released. The vessel is still ‘hijacked’, but not with any longterm detention intended.
1
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Refined Product Cargo Theft (EDR)

Why the criminal groups target vessels at such extended ranges from
Nigeria (eg. Ivory Coast and Gabon) when there are easier pickings in
anchorages closer to home remains somewhat of a mystery and is the
subject of on-going analysis. It is possible that the criminal groups judge
that the most dangerous part of the crime for them is being caught in the
act, whilst they are attempting to board a vessel and not once in control
of it and therefore able to conduct STS operations with a cooperative
bunkering barge or tanker with relative impunity. This would explain their
modus operandi of boarding vessels far from the reach of Nigerian naval
forces, prior to navigating the victim normally to the Niger Delta region to
steal the cargo. Notwithstanding this possible explanation, the answer
to this and other questions, such as how the crime groups are organised
and what criminal infrastructure they use to sell their ill-gotten gains, are
only likely to come with successful judicial outcomes, which thus far
have unfortunately been lacking. However, a recent intervention by the
Ghanaian navy, in cooperation with Interpol, resulted in the arrest of a
suspected ‘off taker’2 reportedly involved in the incident off Gabon and
hopes are high for some progress resulting from this operation. Reports
on this particular incident have already yielded information that supports
another Dryad hypothesis; that off taker vessels may be unwittingly
involved in removing cargo from ships and that such vessels are engaged
in legitimate as well as illicit activities.

An example of cargo theft (EDR) is examined below;

“This type of crime
(EDR) requires
specialist maritime
knowledge and
expertise.”

DTG: 2200 UTC 16th January 2013
Position: 05.12N 004.01W (Approx)
Location: Abidjan, Ivory Coast
The MT Itri was reportedly preparing to deposit some 5000 tonnes of
oil product at the port of Abidjan when she was targeted. A government
statement confirmed the seizure of the vessel by an armed criminal group.
During the attack, the 16 member predominantly Nigerian crew were
locked in the dining room while the assailants reportedly siphoned off
some 5000 GT of fuel. The vessel was released several days after the
initial boarding. (Source: Media.)

“The distance at
which these groups
operate indicates the
intelligence led nature
of the crime.”

The best way of combatting such crime is for ships’ masters and owners
to pay particular attention to information security, thereby denying criminal
groups intelligence on vessels, cargoes and movements. Dryad has
recently highlighted instances of unsolicited approaches being made to
tanker masters, by email and by telephone, attempting to gain information
on intended movements. In one case, a vessel master was invited to
(illegally) sell a portion of his ship’s cargo at some distance from the normal
STS anchorages and for prices that were significantly below market rates.
At best, this approach was an encouragement to engage in illegal activity
and at worst an attempt to lure an unsuspecting master into a position
where a hijack might take place.
Whilst cargo theft may not be a new phenomenon in the Gulf of Guinea,
it is a current criminal threat that requires tankers, and especially product
tankers, to remain vigilant at all times in the Gulf of Guinea region. For
more information on this subject, please refer to Dryad’s Special Advisory
on refined product cargo theft, “Splash and Grab”. Advice on how to
protect STS operations, including ways of minimising the ability of criminal
groups to gain information should be sought from Dryad.
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Off taker – a vessel, normally a small
tanker, used to conduct a Ship-To-Ship
(STS) transfer of fuel cargo.
2
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07 Solutions to the
West Africa Problem
It could be argued that maritime crime in the Gulf of
Guinea is now a greater threat to merchant traffic than
piracy off East Africa and statistical analysis of recent
successful attacks would certainly bear this out. As has
been previously discussed, the maritime threat in West
Africa is threefold: petty theft, kidnap for ransom and
Extended Duration Robbery. Although it is tempting to
label all maritime criminal activity under the banner of
‘piracy,’ the situation in the Gulf of Guinea is significantly
different from that encountered in the Indian Ocean and,

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

The following section looks at three of the factors which contribute to
the challenges of finding a solution to the problem under the headings:
littoral, legal and logistical, as well as the issues faced by Ship Owners
and Private Maritime Security Companies (PMSCs) who wish to operate
in the area.
Littoral
Under Article 101 of the United Nations Convention on the Law of the Sea
(UNCLOS), the act of piracy is defined as:

“In general the levels
of violence used by
the criminals in the
Gulf of Guinea far
outstrip those off East
Africa.”

Any illegal acts of violence or detention, or any depredation, committed
for private ends by the crew or the passengers of a private ship or a
private aircraft, and directed:
(i)

On the high seas, against another ship or aircraft, or against 		
persons or property on board such ships or aircraft.

(ii)

Against a ship, aircraft, persons or property in a place outside the
jurisdiction of any State.

as discussed earlier in this report, the East Africa solution
of land based suppression, an international naval flotilla
active in the Gulf of Aden and Indian Ocean combined
with the use of private armed guards, is not necessarily
transferable to the opposite coastline.

The key issue here is that the majority of the attacks that have taken
place in the Gulf of Aden and Indian Ocean have taken place on the high
seas – and are therefore clearly acts of piracy as per the definition above.
Contrast this to the Gulf of Guinea where the attacks frequently occur
either inside territorial waters, or in the disputed contiguous zones further
offshore. Thus they should not, under the eyes of UNCLOS at least, be
considered acts of piracy. That is not to take anything away from the
impact on the crew of a vessel subjected to such an attack, since in
general the levels of violence used by the criminals in the Gulf of Guinea
far outstrip those off East Africa.
Notwithstanding the definition above, the waters of the Gulf of Guinea
are a far more complicated place in which to operate. Disputed
boundaries, fractious relationships, countries vying for scarce resources,
all underpinned by a history of regional dispute and conflict result in a
confused and confusing littoral scenario. The criminals also appear to
exploit these disputed boundaries, being confident in the knowledge that
the naval forces of one country will not dare to continue the pursuit (even if
they have the capability to do so) into the waters of a neighbouring State.
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Solutions to the Africa problem

Despite the geographical challenges outlined above, it should still be
possible for there to be a regional solution to the problem if the nations
involved could agree to a collaborative way of working together. The
principal challenge under this heading is that whereas the international
community, under the auspices of the International Maritime Organisation
(IMO), has recognised the threat to mariners in the Indian Ocean and
the use of PMSCs on board merchant vessels has been sanctioned by
a number of Flag States, there is no such international agreement in the
Gulf of Guinea.
Legal
Given the complexities outlined above, ship owners face significant
challenges when considering how best to protect their vessels and crews,
further complicated by the coastal states’ diverging views on the provision
of armed security teams – whether from their own armed forces or police.
Although the use of foreign armed PMSCs in the region is currently
prohibited, there are examples of companies having tried unsuccessfully
to operate on the fringes of the law:
Fifteen Russian sailors were charged in February of this year with
the illegal import of weapons into Nigerian TTW. The MV Myre 		
Seadiver was intercepted by the Nigerian authorities on 23 October
2012 with weapons and live ammunition aboard. The vessel is
currently owned by the Russian security firm, the Moran Group,
which claims that the vessel had permission to carry arms. This
is denied by the Nigerian authorities although the case against the
PMSC is on-going.
In more recent news, four British nationals were arrested by Senegal
in June on suspicion of illegal activity. The ex-Royal Navy personnel
were supposedly en-route on an ‘anti-piracy’ mission in a converted
fast attack gun ship. The vessel had previously been held by the
Spanish government in the Canary Islands due to suspicions 		
regarding the crew’s intentions – the vessel being registered 		
as a ‘pleasure craft.’ A Spanish media outlet has alleged that the
decommissioned vessel was en-route to Nigeria to act as a 		
security escort in the energy industry.
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“...with the decline
in successful hijacks
off East Africa, it is
natural for a small
number of PMSCs to
look at the potential
business opportunities
in the West.”

With the decline in successful hijacks off East Africa, it is natural for a
small number of PMSCs to look at the potential business opportunities
in the West. However, as described in the Littoral section above, in an
area where one is forced to deal with multiple sovereign powers, the
legal implications are numerous and restrictive. At the current time, no
government in the Gulf of Guinea will allow foreign PMSCs to carry arms
within their territorial borders – a position that most sovereign states
would likely take. Outside of the box thinking is the way forward in to
reducing the risk from maritime crime in West Africa, be that in the form of
Western PMSC advisors hired to coordinate guards sourced from regional
militaries or patrolled anchorage areas off major commercial ports.

“At the current time,
no government in the
Gulf of Guinea will
allow foreign PMSCs to
carry arms within their
territorial borders.”

If we look at the model above, although a reputable PMSC would be
able to offer suitably qualified and experienced senior Maritime Security
Officers (MSOs) to fulfil this role, a western advisor can have no direct
authority over the local military or police personnel, as they fall outside
their chain of command. They are able to offer advice to the Master
and crew on how to protect the vessel, supervise the crew’s lookout
routines and assist the crew in the event of an attack, but they cannot
legally take charge of the armed contingent on board, nor can they direct
their activities. Depending upon the quality and experience of the local
personnel, there may be limited interaction and agreement to co-operate
but this cannot be guaranteed in every scenario. To further complicate
the issue, there is no consensus on the legal impact for the shipping
company and Master of the vessel if lethal force is used by embarked
military personnel against suspected attackers.

“There are specific
examples where the
presence of an armed
team on board a
vessel has not acted
as a deterrent and
has, in fact, enraged
the attackers...”

When operating in the Indian Ocean, there is current, developing and
increasing regulation regarding the quality of personnel recruited, inducted
and trained to be MSOs. In West Africa, however, neither the PMSC
nor its prospective employer, the shipping company, has the ability to
conduct sufficiently rigorous due diligence checks on the locally supplied
personnel as frequently the first time the two parties meet is when the
local guards are delivered to the vessel via boat transfer. Thus there can
be little certainty in the quality or experience of the team being embarked.
Dryad has received reports of armed guards being asleep during their
duty watch and one instance of an attempt to smuggle alcohol aboard
the vessel. It should also be noted that in Nigeria in particular, there
are specific examples where the presence of an armed team on board a
vessel has not acted as a deterrent and has, in fact, enraged the attackers
who pressed on with the assault.
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Solutions to the Africa problem

If the above were not sufficient cause for concern, the use of protected
anchorages or areas is also fraught with difficulty. If operating within the
bounds of a nation’s territorial waters then similar restrictions on the PMSC’s
ability to operate will be encountered as detailed above. Care would also need
to be taken to ensure that any escort vessel, particularly if armed personnel
are on board, does not stray into neighbouring territorial waters by accident.
Dryad is aware of plans to host secure areas further off shore in international
waters, protected by patrol vessels carrying western armed guards. Here
too there are legal and logistical challenges as although UNCLOS endorses
an individual’s inherent right to self-defence, collective self-defence is another
matter entirely. Indeed, the act of deterring a would be attacker could, in
extremis, be viewed as an act of piracy itself.
To further complicate the situation, the Nigerian Navy (NN) has recently issued
legislation banning NN personnel from working aboard commercial vessels
as ‘hired guards’. The Nigerian Marine Police can, at the moment, provide
officers for this service; however there is on-going confusion with regard to the
implications for regional shipping. To add further fuel to the fire, PMSCs may
now only operate within Nigerian territorial waters if the company is a Nigerian
registered entity, staffed by indigenous personnel and holds the relevant
licenses to conduct security services. Subcontracting the physical security
work to non-Nigerian nationals is still understood to be illegal.

“Subcontracting the
physical security
work to non-Nigerian
nationals is still
understood to be
illegal.”

illegal. Given the distances involved, in the Gulf of Guinea and the reach
that the criminal gangs seem to enjoy, the issue of moving personnel,
weapons and supplies as well as ensuring the self-sufficiency of a protected
anchorage area is no small challenge to be overcome. The use of a floating
armoury supported by re-supply vessels would appear to be the logical,
if rather expensive, option, were it not for the previously discussed issues
surrounding the regional legal framework within which such a vessel would
need to operate. Additionally there would likely be challenges to be overcome
in terms of purely moving MSOs (let alone weapons and ammunition) to and
from the secure area; ultimately they would have to pass through a local
State in order to get to the area and their status and purpose of visit, albeit
transitory, could well become an issue.

“...the West African
States’ response
cannot match the
rapidly evolving nature
of maritime crime in
the Gulf of Guinea.”

The scheme that appears to have experienced the most success is the
secure anchorage area provided in a joint initiative by the governments of
Benin and Nigeria. The patrolled areas offshore Cotonou were designed to
address the rising threat from refined product cargo theft from tankers that
reached a peak offshore Benin in 2011. As a result of its implementation
the attacks dropped significantly and the scheme was hailed as a success
although there are other factors that contributed to this decline.

Logistical
Even if the use of protected areas or on board armed private security was
to be approved, there would still be significant challenges to be overcome
for PMSCs to operate effectively and sustainably in the area. Whereas on
the eastern side there is a well-developed licencing framework covering the
storage, maintenance, movement and use of weapons and ammunition by
PMSCs, on the western side there is currently a blanket ban on their use. Thus
shipping companies are reliant upon the guards, weapons and ammunition
provided from local military and police forces and Dryad has been made
aware of significant concerns regarding the quality and reliability of weapons
seen, as well as the ammunition (both quality and limited quantity) provided
to locally sourced guards.
The use of floating armouries in the Indian Ocean is still contentious and
although they undoubtedly make the movement and transfer of Maritime
Security Operatives (MSOs), and the weapons, they require between client
vessels far easier, under the eyes of UK Law, at least they are still technically
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08 Analysis & Conclusion
The truth about the West Africa problem is that there is
no ‘quick fix’. The environment is complex with numerous
competing factors that interfere with the application of
potential solutions. As previously explored, maritime
crime in West Africa can be distinctly categorised into
three specific subsets, refined product cargo theft, petty
crime and kidnap of crew. Such a diverse range of threats
requires a comprehensive defensive response, based on
a layered approach, which should be put in place by all
vessels before they enter the high risk areas of the Gulf
of Guinea.

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

With the exception of Benin, and possibly Ghana, navies have not
demonstrated sufficient capability to combat criminal groups in the
maritime domain. Furthermore, the response rate of naval forces when
called to reported attacks in the GoG is inconsistent at best. The Nigerian
criminal entities responsible for the evolution of the refined product cargo
theft have demonstrated their reach, with vessels off the Ivory Coast and
Lome having been successfully targeted. Most recently, this threat has
extended further south to Gabon, where limited maritime policing would
have struggled to respond, even if they knew the threat existed, which it
didn’t up until the recent hijacking of MT Cotton in July. From Abidjan
in the west, to Gabon in the south, both areas are hundreds of miles
from where the crime originated off the Niger Delta and compounds the
difficulty regional law enforcement has in combatting the crime.
Where criminals are apprehended, there is very little evidence to show
that this results in successful prosecutions. The Nigerian Navy is quick
to publicise the arrest of vessels involved in the illegal oil bunkering trade,
but there is very little evidence to suggest that perpetrators are ever
processed through the judicial system, let alone prosecuted and jailed.
This lack of judicial success is also evident regarding the threat of crew
kidnap offshore Niger Delta. This threat applies to all commercial traffic
with a range of vessels targeted from product tankers to support tugs.
In the current year to date (2013), Dryad has recorded 10 successful
incidents offshore Niger Delta, where crew have been kidnapped and
taken ashore and held for ransom. The total number of crew kidnapped
stands at 33, and with four months left of the year, this figure will more
than likely increase. By comparison, in 2012, 29 crew members were
kidnapped and held for ransom ashore from a total of 8 incidents.

“Response rate of
naval forces when
called to reported
attacks in the GoG is
inconsistent at best.”

“Nigerian government
is believed to lose
millions of dollars
per year in lost oil
revenues.”

Getting to the bottom of the true scale of maritime crime is also
problematic. Dryad has noted a number of incidents that bear all the
hallmarks of cargo theft, with large numbers of perpetrators involved in
the boarding and vessels taken away from anchorages, followed later
by reports of these vessels being returned to the anchorage with the
cargo intact. Reports of such incidents motivated by petty theft of crew
belongings just do not make sense and such incidents may represent
abortive attempts at cargo theft with some technical or other problem
(eg. lack of off-taker) preventing the criminals from achieving their original
objectives. Alternatively, it is possible that owners are not reporting the
extent of the crime for reasons best known to them, although this seems
less likely. Whatever the truth in such incidents, it is clear that criminal
gangs are actively involved in refined product cargo theft and that their,
intelligence led range is significant.
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Analysis & Conclusion

Conclusion
It is clear that the solution to West African maritime crime will not mirror
the one implanted off the East Coast with regard to the introduction of
internationally recognised transit corridors, the application of an international
naval task force and the widespread use of PMSCs. On June 24th leaders
of African States from Central and West Africa met in Cameroon to discuss a
solution to maritime crime in the Gulf of Guinea. The primary outcome of the
summit was a statement encouraging greater co-operation between regional
governments in addressing the threat to commercial traffic. If this outcome
is realised, it will be an important step forward in a coastal area where littoral
naval forces will not cross boundaries in pursuit of a suspect and where there
has been little history of co-operation.
Further international engagement, particularly in terms of military capacity
building activity, will boost the capability of West African forces; but whilst
countries including Benin and Nigeria have taken steps to boost their
maritime capabilities, it is clear that in general the remaining West African
states’ response cannot match the rapidly evolving nature of maritime crime
in the Gulf of Guinea. Criminal groups are now not only operating further
from shore than ever before but the theft of refined product cargo and kidnap
of crew for ransom have become successful and lucrative business models
for those involved. Given the nature of the threat and the limited success, so
far at least, of regional cooperation and of the efforts of individual nations to
combat it, a positive outcome is unlikely to emerge soon.
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...“Criminal groups are
now not only operating
further from shore than
ever before but the
theft of refined product
cargo and kidnap of
crew for ransom have
become successful
and lucrative business
models.”
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09 Recommendations
With no immediate prospect of a safe operating
environment, it is important that those responsible for
the safety of ships and the welfare of their crews make
every effort to mitigate the risk. There are many ways of
doing this, based on careful, informed planning and crew
training to intelligence support for operations and the
physical protection of vessels (hardening and embarked
guards).

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

Whilst this Special Advisory has highlighted the difficulties and pitfalls
of operating armed guards in the region, it is possible to employ such
protection with an optimal solution that combines the capabilities of highly
professional security companies and locally sourced, reliable armed
guards. Dryad’s deep knowledge of the regional threats and operating
environment, enables us to access the the best possible solutions
through authenticated providers. The maze of legislation and complexity
of different local regulations, make passing the burden to us a sensible
and professional option.
Whilst not all elements (risk assessments, vessel monitoring, hardening,
guards) will be necessary or affordable in every circumstance, the most
comprehensive and effective security solution is to be found through a
combination of all of the above. On some occasions, a full package will be
the best way of protecting your vessels and their crews, whilst on others,
a smaller number of components, tailored to your specific requirements
will be more appropriate.
In summary, this Special Advisory has painted a picture of a region that
has its fair share of maritime crime-related problems, many of which are
reported on and sensationalised in the international media, especially
given the downturn in Somali-based piracy. It would be wrong to
believe that it is possible to operate in the region with no regard for the
security and well-being of ships’ crews, but just as wrong to believe that
the Gulf of Guinea is a no-go area for shipping operators. Providing
that that sensible precautions are taken to mitigate the risks in the sea
areas, anchorages and ports throughout the region, there is no reason
why operators should not consider trading there. The best mitigation
is a layered defence approach, making the best of professional advice,
products and services to ensure safe passage and operations and to
keep one step ahead of the criminal groups that prey on the vulnerable
and unprepared. The maritime crime problem in West Africa is unlikely to
be solved anytime soon, but that does not mean that trade must cease.
It is hoped that this report has armed readers with the first weapon in the
armoury to address the threat – that of awareness and knowledge. What
follows from here depends upon the individual needs of your ships, your
crews and your companies.

“Dryad’s West Africa
Service combines
a range of riskbased products
and services that
can be accessed to
reduce the probability
and impact of
encountering maritime
crime. The modular
service combines
the most appropriate
options, from risk
assessments for
destinations/operating
areas, transit route
advice, vessel safety
monitoring and, where
necessary, armed
protection.”

For more information or to talk to Dryad, please see contact details at the
end of this report.
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ANNEX

A Gulf of Guinea Regional
Defence Capability

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

Ivory Coast
The armed forces of the Ivory Coast comprise of approximately 6,500
personnel of which only 400 are assigned maritime duties. This is largely
due to a governmental focus on onshore capacity in the past decade.

The following section briefly details the national forces in
the Gulf of Guinea region. The capability and numbers vary
greatly from country to country and levels of cooperation

The brown-water navy of the Ivory Coast is primarily tasked with coastal
surveillance, and has several patrol craft used for port security. The air
assets of the Ivorian air-force comprise of three transport and one attack
helicopter, all are marked by external sources as potentially unserviceable.

are improving, but falls far short of that required to tackle
maritime crime in the region. The detail below is intended

Ghana

to give readers a flavour of the forces in the area. Countries

The Ghanaian Navy is one of the most developed, well equipped and
active navies in the Gulf of Guinea. In October 2012, the authorities took
delivery of four new Chinese–sourced patrol vessels. The fleet that also
includes two logistic vessels, an inshore patrol craft and seven Defender
class boats.

are addressed from West to East.

Of the four new vessels, two were paid for by the Ministry of Defence
with two paid for by the Ministry of Agriculture. These patrol craft are
primarily used for fisheries protection. The German Navy provided two
Albatross fast attack craft and South Korea donated a decommissioned
PKM patrol craft to bolster the Ghanaian maritime forces. Ghana will also
receive two new-build Korean manufactured 62m offshore patrol vessels
this year (2013).
Ghana has a proactive approach to the increasing threat from maritime
crime with the Ghanaian government sensibly bolstering its capacity
and capability in recent years. Despite this, the current threat within the
country’s territorial waters is considered low with only a few incidents
of petty crime reported in the past two years. That said, the discovery
of new oil/gas deposits offshore, and exploratory interest from energy
conglomerates could potentially lead to the spread of maritime crime into
Ghanaian waters.
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Ghanian Navy

SEKONDI, Ghana (March 13, 2010) - A
group of Defender-class response boats
perform maneuvers for a crowd at the
naval base in Sekondi, Ghana, during
a handover ceremony. The boats were
donated to the Ghana Armed Forces by
the U.S. Government. (U.S. Navy photo
by Mass Communication Specialist 2nd
Class John Stratton/Released)
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Gulf of Guinea Regional Defence Capability

Togo

in 2012. The NNS Adoni launched in 2012 is the first vessel to be
designed and built in Nigeria. A further Adoni class vessel is currently
under production, alongside two 95m offshore patrol vessels which are
expected to launch by the end of the year.

Togo’s 55 kilometre coastline is secured by just two dedicated patrol
craft. The country has just two patrol craft tasked with securing Togo’s
coastline. The two patrol craft used by the Togolese Navy were provided
by the United States in 2010 and are both thought to currently be in
service.

In 2012, President Goodluck Jonathan approved the purchase of two
offshore patrol vessels that will be used for maritime surveillance and
response duties within the Nigerian EEZ. Furthermore, the U.S. Navy
Survey Ship USNS John McDonnell and US Coast Guard Cutter Gallatin
will be donated to the Nigerian Navy in 2014.

The Togolese Navy has not actively sought to suppress the threat from
maritime crime as Benin did in 2011 and was ill equipped to respond to
the flare up in incidents offshore Lome in 2012 and most recently in May
– June 2013. The threat Extended Duration Robbery (refined product
cargo theft) is still extant with the product tanker MT Adour targeted for
this purpose in June 2013. Whilst Lome Port Authority maintains a secure
anchorage 6 NM from the port breakwater with the assistance of the
Togolese navy, this has proved ineffective with vessels being hijacked
from the anchorage and numerous reports of attempted boardings, most
probably for hijack and cargo theft.

With the greatest area to cover, the Nigerian Navy continues to expand its
efforts to tackle the maritime crime threat along its seaboard. Feedback
provided by merchant traffic transiting to Nigerian ports notes visible naval
activity in port and anchorage areas, the Nigerian Navy and Marine police
uses a number of small offshore patrol craft and Rigid Hull Inflatable Boats
(RHIB) for this purpose. The NNS Thunder and the other larger vessels
conduct regular patrols from border to border however the delivery of
such a service is often inconsistent.

Benin
The Republic of Benin has a triad of modern patrol craft constructed
and provided by OCEA Shipbuilding France. Named Alibori, Oueme and
Zou, the vessels are regularly witnessed patrolling the outer anchorages
offshore Cotonou. The secure anchorage scheme is patrolled 24/7. There
are 200 personnel employed by the navy of Benin.

President Goodluck Jonathan of Nigeria

Benin’s anchorage patrol scheme off Cotonou has been a success,
effectively ending a worrying trend of refined product cargo theft (EDR)
when introduced. As a result of the secure anchorage scheme, the threat
from Nigerian-based criminals engaged in EDRs migrated to the west into
the waters of Togo (see above).
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Operations are co-ordinated by two regional centres with the Western
Naval Command based at Apapa, Lagos and is responsible for the
area from the Benin border to Nigeria’s Delta State. The Eastern Naval
Command is headquartered at Calabar and has responsibility for the
area between Delta State and the border with Cameroon. There are also
Forward Operating Bases (FOBs) at Igbokoda and Escravos in Ondo and
Delta state; Bonny Island and Okaba. There are also operational sites at
Port Harcourt and Warri.
Cameroon

Nigeria
The Nigerian fleet is made up of warships, supply vessels and patrol
craft. The Nigerian flagship NNS Thunder, a former U.S. Coast Guard
cutter sourced from Washington, was delivered to the Nigerian authorities

LAGOS, Nigeria (Aug. 1, 2011) - Capt.
Shawn Duane, commanding officer of
Maritime Partnership Program, greets
members of the Nigerian navy in front
of High Speed Vessel Swift (HSV 2) .
Swift is in Nigeria as part of Africa
Partnership Station (APS) 2011. (U.S.
Navy Photo by Mass Communication
Specialist 3rd Class Ian
Carver/ Released)

LAGOS, Nigeria (April 13, 2011) -- Cmdr.
Darryl Brown, commanding officer of
the guided-missile frigate USS Robert
G. Bradley (FFG 49), rides with Nigerian
special operations sailors attending
Africa Partnership Station (APS) West’s
visit, board, search and seizure training
at the Joint Maritime Special Operations
Training Command in Lagos.(U.S.
Navy photo by Mass Communication
Specialist 1st Class Darryl Wood/
RELEASED)

The Cameroonian Navy consists of landing craft, missile patrol boats, and
three offshore patrol vessels sourced from China, due to arrive this year
(2013). There are naval bases at Douala and Kribi. The current threat within
the waters of Cameroon is petty theft. Riverine patrols are conducted
by both the navy and local gendarmerie. The service has modernised
in recent years and has is most visibly seen at the port of Douala, the
commercial capital of Cameroon.
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ANNEX

B Wider Cooperation
Obangame Express
Annual exercises are conducted in the Gulf of Guinea
to test the capability of regional navies. Obangame
Express, conducted in conjunction with naval assets
from Ghana, Belgium, Benin, Brazil, Cameroon, Cote
d’ Ivorian, Equatorial Guinea, France, Gabon, Nigeria,
Netherlands, Republic of Congo, Spain, Sao Tome and
Principe, Spain, Togo and the United States of America
was held in February 2013. The objective of the exercise
was to practice counter piracy techniques and the
interoperability of naval forces in the Gulf of Guinea.
Whilst it has been stated in this document that regional
naval cooperation is not yet fit for purpose, there is no
doubting the collective desire to improve cooperation
and to tackle the scourge of maritime crime.

SPECIAL ADVISORY: The West Africa Problem; Not Mission Impossible

Naval Contributions from Beyond Africa
A range of external partners contribute to West African naval capability.
Such assistance can take the form of equipment, training and financial aid.
The European Union implemented a program named ‘CRIMGO’ in January
of this year (2013). The programme aims to strengthen coastguard training
methods in Benin, Equatorial Guinea, Gabon, Sao Tome and Principe,
Togo, Cameroon and Nigeria.
The United States, via the Excess Defence Articles platform, has promised
the Nigerian Navy, a former naval survey ship and a second U.S. Coast
Guard cutter to join its sister vessel, Nigerian Naval Ship (NNS) Thunder.
Both of these vessels are to be delivered by 2014 (See Annex A).
In August 2011, the French frigate Germinal was deployed to Benin to aid
governmental efforts to tackle the rising threat from refined product cargo
theft. The FS Germinal was used as a training platform and conducted a
surveillance mission during its time in the Gulf of Guinea.
Most recently, military advisors sourced from France and the United States
visited Liberia, in April 2013, to deliver a four-day training package to the
Liberian Coast Guard. This initiative was provided through the Africa
Partnership Station (APS) established by U.S. Naval Forces Africa (NAVAF).

MINDELO, Cape Verde (Jan. 14, 2013)
- Chief Master-at-Arms Joe Nunes,
left, and Chief Boatswain’s Mate Jimi
Partyka, maritime civil affairs instructors,
observe members from the Cape
Verdean coast guard during boarding
team operations training aboard the
Cape Verdian patrol boat NP Guardian
(P511) as part of Africa Partnership
Station (APS). (U.S. Navy photo by Mass
Communication Specialist 1st Class
Felicito Rustique/Released)

Benin has previously benefited from modest support provided by Canadian
government through the Global Peace and Security Fund (GPSF). The
Canadian Co-operation notably donated three zodiac RHIBs, three land
cruiser vehicles and transmission equipment to the Benin Maritime Police
in 2011.
Conclusion
In spite of international assistance, most prominently from Europe and the
United States, piracy and maritime crime in the Gulf of Guinea continues.
The most successful anti-piracy programme to date is that witnessed
offshore Benin in 2011 when the government, in collaboration with the
Nigerian Navy, established a patrol zoning scheme for vessels transiting
to the port of Cotonou. Incidents of refined product cargo theft rapidly
declined from the highs witnessed in 2011. This is directly attributed to
this scheme, although it is important to note that the sea space of Benin
is only 40 NM wide. The outer anchorages of Cotonou combined with
reduced traffic volume enable the Benin naval forces to provide adequate
protection for maritime traffic.

The Africa Partnership Station (APS) was established by U.S. Naval Forces Africa (NAVAF) to
build the skills, expertise and professionalism of African militaries, coast guards and mariners.
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This advantage Benin’s short coastline is not enjoyed by Nigeria, where
the numbers of naval forces do not equate to the force levels required to
patrol their territorial space. A combination of the limited forces for the sea
area to be covered and the overall capability of the Nigerian naval forces,
means that piracy and maritime crime continues relatively unchecked.
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Services available:
• Fleet security management

• Incident response

• Intelligence reports

• Expert witness

• Incident alerts and advisory reports

• Consultancy

Contact info:
+44 (0) 845 060 0071
enquiries@dryadmaritime.com

• Transit and port risk assessments
• Vessel safety monitoring

About Dryad Maritime
Dryad Maritime is a specialist maritime intelligence company helping seafarers to quantify, mitigate and manage the threats from piracy,
terrorism and other waterborne threat and crime. The predictive nature and practical application of Dryad’s intelligence enables seafarers to
make planning and operational decisions that safeguard their safety as well as their commercial operations.
Different from news aggregators, Dryad Maritime sources the most accurate information from their extensive and privileged network around the
world; applies methodical, strategic analysis using
subject matter experts and produces predictive forecasts which inform seafarers where the risks are and how to mitigate them.
We welcome observations and contributions from readers. If you wish to submit your comments or find out more about our services please
contact us on 0845 060 0072 or email enquiries@dryadmaritime.com
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Advice given and recommendations made do not constitute a warranty of future results or an assurance against risk. Recommendations are based on information provided by you and other
information available at the time of writing/publishing. No express or implied warranty is given in respect of any judgment made or to any changes or unforeseen escalation of any factors
affecting any such judgment.
Reports are intended for the recipient company only and may not be disclosed to any third parties without our prior written consent. You agree to indemnify us against any claim and any
resulting damages that may be caused by any unauthorised disclosure of such documents.
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