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01 Introduction
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Maritime crime in the waters throughout 
Southeast Asia is a long established tradition 
which during 2012 saw an 8.5% increase 
from 2011 levels and now stands at 44% of 
the total reported worldwide maritime based 
criminal activity (piracy)1. Criminality in the 
region covers a number of activities such 
as hijacking of vessels and barges, attacks 
on crew members, robbery of ship stores 
while at anchor and the theft of fuel oil.  The 
majority of incidents are petty theft related, 
but a worrying new trend of the boarding and 
hijacking of product tankers and fuel barges 
has emerged during the last quarter of 2012.  
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IMB reported incidents

For some time now the attention of international maritime and other 
media has generally focused on the hijack threat from Somali piracy in 
the Gulf of Aden and wider Indian Ocean and, more recently, the Gulf 
of Guinea (West Africa), where groups of maritime criminals engage in 
their own brand of maritime crime, from kidnap for ransom to the theft of 
refined product cargoes.  With so much coverage of the criminal activity 
in the waters to the East and West of Africa, it is easy to fall into the trap 
of thinking that it is only in these areas that seafarers need to be vigilant.

1annual IMB piracy report 2012 

This Special Advisory will demonstrate that such vigilance is required 
beyond the waters contiguous to Africa; specifically in Southeast Asia 
where a range of criminal activities threaten ships and their crews 
operating in or transiting through the area.  It will show such crime to be 
long standing and varied in type, highlighting areas of particular concern 
and detailing what has been done to deal with the threat.  The report will 
conclude with an analysis of the likely future and will deliver some practical 
recommendations to assist vessels and operators in reducing the risk 
from crime across the vast and complex waters of Southeast Asia.

Figure 1: Number of Attacks in Southeast Asia 2008-2012
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Maritime crime (piracy) in the Malacca Strait, 
the South China Sea and the waters of the 
Indonesian archipelago, has been with us for 
centuries and is likely to continue in one form 
or another for the foreseeable future.  During 
the late 1990s and up to 2006 over 60% of 
the world’s maritime crime took place in 
Southeast Asian waters, with the Malacca 
Strait being the primary area for such criminal 
activity.  Since that time various initiatives, 
such as the Malacca Strait Sea Patrol and 
Eyes in the Sky programme have seen a 
significant reduction in piracy in these areas. 
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Other regional and international programmes include the Malacca Strait 
Patrol Information System and information-sharing programmes such 
as the Singapore-based Information Fusion Centre, set up in 2009, and 
the Regional Cooperation Agreement on Combating Piracy and Armed 
Robbery Against Ships in Asia (ReCAAP).

While incidents in the Malacca Strait have reduced significantly, the 
waters of the Singapore Strait, the South China Sea and the Indonesian 
archipelago have seen an increase in criminal activity. The majority of these 
incidents are of petty theft from vessels at anchor or at berths. Organised 
criminal syndicates have also been targeting and boarding vessels while 
underway; crew members are then held hostage while gang members 
steal cash from the ship’s safe and personal belongings from the crew.  
Vessels have also been hijacked to order for either cargo or the vessels 
themselves. The hijacking of ships in Southeast Asia is unlike piracy in 
the Horn of Africa, where vessels, cargo and crew are held for ransom 
with the aid of the wider local population. This model is unlikely to work in 
Southeast Asia as none of the countries are considered lawless enough 
to facilitate whole communities willing to give cover to these pirates.   

SPECIAL ADVISORY: South East Asia

© Dryad Maritime Intelligence Services Ltd. 2013

www.dryadmaritime.com

The hijacking of ships 
in Southeast Asia is 
unlike piracy in the 

Horn of Africa.

Indonesian maritime patrol aircraft



   

03 Security Forces
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Southeast Asia covers a vast and diverse area 
encompassing numerous countries with very 
different social and economic backgrounds. The 
navies and coastguards of India, Bangladesh, 
Thailand, Malaysia, Indonesia, Singapore and 
Vietnam all actively patrol their own territorial 
waters; however coordinated regional security in 
the maritime domain has proved difficult due to 
long term border disputes between neighbouring 
countries. A spirit of greater cooperation has, in 
recent years, brought many of these countries 
closer together, allowing greater sharing of 
intelligence, assets and, more importantly, sea 
space; although complete freedom of movement 
within countries’ territorial waters is not allowed.  
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To counter the threat of piracy initially in the Malacca Strait, the Malacca 
Strait Sea Patrol (MSSP) and the Eyes in the Sky programme (EIS) was 
established in 2004/5 between Malaysia, Indonesia and Singapore, with 
Thailand joining in 2008. The MSSP is credited with helping to break the 
back of the organised maritime crime at sea within the Malacca Strait in 
2006, thus allowing the declassification of the Malacca Strait as a war-risk 
area by Lloyd’s Joint War Risk Committee. 

With greater effective collaboration between the littoral states surrounding 
the Malacca Strait reducing the incidents of piracy, or attempted piracy, 
from 38 in 2004 to 0 in 2011 and 2 in 2012, criminal syndicates have 
moved their operations to the Singapore Straits and the South China Sea. 
The vast number of islands and inlets give small craft cover and make 
the job of searching for fleeing criminals extremely difficult for patrolling 
security craft and aircraft. The EIS programme, initiated in 2005, involves 
carrying out joint aerial surveillance patrols of the Strait and surrounding 
areas. Unfortunately the air patrols cannot go within three miles of the 
other littoral states’ territorial coastlines when in pursuit of pirates. The 
geographical layout of the Singapore Straits and the South China Sea, 
into which criminals can escape to safety, means these three nautical 
miles can be crucial to tracking them.

A lack of trust and continued border disputes between littoral states 
overshadow attempts to fully integrate anti-piracy operations. While outside 
help has been welcomed, it has been limited to training programmes and 
a minimal provision of resources. The United States of America has made 
attempts to increase their naval presence in the area but while Singapore 
is receptive, Malaysia and Indonesia have successfully resisted increased 
US involvement. China and Japan have also attempted to increase their 
presence but have met with the same muted response and their actions 
have been restricted to conducting training exercises with and providing 
resources to the littoral states.  

Indonesian coastguard exercising off Kuching
Photo courtesy of Geo Swan

MMEA STAR conducting VBSS demonstration. 
Photo courtesy of Rizuan

Raja Ampat Islands. 
Photo courtesy of Jonathan Chase
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Bangladesh

Robbery of vessels while at anchor off the port of Chittagong continues, 
albeit in reduced numbers through 2012.  This is attributed to greater 
coordination between the local port authorities and the coastguard, 
heightened crew alertness and anti-piracy measures adopted by ships’ 
Masters. No specific type of ship is targeted, with opportunistic local 
criminals armed with knives stealing the ship’s stores and mooring ropes. 
Large numbers of unregulated small craft operate within the port confines, 
attempting barter trade with anchored merchant vessels. Using these 
craft for cover, the robbers make their attempts to board un-alert vessels.  

Malacca Strait

The reduction in reported incidents of attempted piracy within the Malacca 
Strait has reduced significantly since 2006 with only two incidents of 
vessels being attacked or boarded in 2012. The same cannot be said of 
the major ports of Belawan and Dumai, Indonesia. 2012 has seen a sharp 
increase in reported incidents of theft at these ports, both at anchor and 
while ships are berthed. These robberies are also opportunistic in nature 
with no particular type of vessel targeted.  Assailants attempt to board 
vessels from small craft, climbing the anchor cable to gain access; they 
then steal ships’ stores and, occasionally, crew belongings. Hostages 
have been taken under threat of violence.

Singapore Strait and approaches

The Singapore Strait remains an area of high criminal activity; vessels 
are at risk both in transit and at anchor. The full spectrum of maritime 
crime associated with Southeast Asia takes place within and round the 
Singapore Strait. Organised criminal syndicates are operating, targeting 
vessels for their cargo and for hijack of the hull, with slow moving tugs 
towing barges and product tankers the primary target. Opportunistic 
robbery of ships at anchor, and while underway, for cash and crew 
belongings remains a current threat.
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04 Areas of Concern:

The full spectrum 
of maritime crime 
associated with 

Southeast Asia takes 
place within and 

around the Singapore 
Strait

Figure 2: Areas of greatest criminal activity.

Ships at anchor off Singapore. 
Photo courtesy of Joi

= High Risk

= Moderate Risk

Maritime crime in Southeast Asia is spread across 
a vast and geographically diverse area. From 
secluded lagoons, busy ports and anchorages 
to sea areas of constrained navigation, maritime 
criminals operate, almost with impunity, across the 
archipelagic puzzle that is Southeast Asia. With 
complex maritime borders, weak law enforcement 
and unsuspecting victims, the geography of the 
region is the perfect hunting ground for those with 
nefarious intent.



Figure 4: Number of Attacks in Indonesia 2008-2012
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South China Sea west of 115° east

There has been a reduction in reported incidents within the South 
China Sea however those crimes that have occurred during 2012 have 
been of a more serious nature, with four vessels (2 x tug & barge and 2 
product tankers) hijacked. The area around the Anambas Islands, which 
in 2010 and 2011 had multiple ships boarded and robbed, has seen a 
marked decrease in the number of reported incidents. Maritime crime 
in the anchorages around Vietnam has reduced significantly with only 
four incidents reported in 2012; this is again attributed to greater security 
measures being applied by vessels’ Masters. 

South Indonesian archipelago

The robbery of vessels while anchored off, and while berthed in, the major 
ports of the Southern Indonesian archipelago continues unabated. There 
is no specific targeting of vessel types; any vessel with security lapses is a 
potential target. Robbers in the area steal ships’ stores and, on occasion, 
crew belongings. The Indonesian port, coastguard and naval security 
agencies are numerous and hampered by cross desk disputes, duplication 
of work and the vast coast line of Indonesia. While there remains no single 
entity responsible for port security the situation is unlikely to improve. 

Number of Attacks in South China Sea 2008-2012
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Philippines

Maritime crime in the Philippines continues to reduce with only three 
incidents reported in 2012, however two of the tugs and barges hijacked 
during 2012 were recovered in the Philippines.  The southern island of 
Mindaloo poses a different security problem where the armed conflict 
between insurgency groups and government of the Philippines continues. 
Territorial disputes between local fishermen (which occasionally spiral into 
violent conflicts) dominate the Sulu archipelago.

Figure 3: Number of Attacks in South China Sea 2008-2012 
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Hijack
The hijack of merchant vessels, tug boats and barges does not follow 
the same pattern seen in the Horn of Africa, where vessels and crew are 
taken to be ransomed back to their original owners. Hijack across Asia 
is an intelligence led business where vessels are targeted for their cargo, 
or for the hull, to pre-arranged customers. The vast demand for shipping 
throughout Asia has created a market whereby stealing (hijacking), 
repainting, renaming and issuing of new documentation is a quicker and 
easier route than ordering a new vessel. The hijacking of product tankers 
and fuel barges for their cargo is similar to, but not as efficient as, the 
Extended Duration Robbery (EDR) model used effectively in the Gulf of 
Guinea2, where the market for illegal fuel is long established. 

Levels of violence used by the perpetrators of these crimes are generally 
considered low, with the threat of physical violence usually enough to 
meet their purpose. A common denominator of hijackings in Southeast 
Asia is the abandonment of crew members either in ships’ life rafts, cut 
adrift barges or on remote beaches.

The hijacking of merchant vessels is most likely to occur in the South 
China Sea to the west of 115º east. Tugs towing barges are most at risk 
when off the eastern coast of Malaysia, and the north coast of Kalimantan. 
One product tanker was taken while at anchor off the port of Lubuan, 
Sabah district Malaysia.

SPECIAL ADVISORY: South East Asia

There is a wide spectrum of maritime crime 
associated with Southeast Asia ranging from 
hijacking of product tankers to petty theft from 
anchored merchant vessels.
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2GoG Special Advisory- Splash & Grab, Dryad Maritime 2012.

Tugs towing barges 
are most at risk when 
off the eastern coast 

of Malaysia

Tugs towing barges are most at risk. Photo courtesy of Paul Schultz
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Boarding and robbery while underway
The boarding of vessels while underway remains a threat within the South 
China Sea and the Singapore Strait. Robbers armed with knives, and 
occasionally guns, board vessels from small speed boats. They take crew 
members hostage before demanding the opening of the ship’s safe. Crew 
members are then robbed of personal belongings and portable electronic 
equipment before the robbers make their escape. 

The modus operandi for the two main areas differs significantly:

In the South China Sea attacks happen in clusters, generally on consecutive 
nights (this possibly indicates a mother ship being used). Large groups of 
armed men (6 – 12) then board the targeted vessel and quickly overpower 
crew members.  The use of violence is common. Personal belongings, 
electronic equipment and cash are then stolen. These attacks are quick, 
some less than 15 minutes, and well-coordinated. The majority of incidents 
happen between March and September when sea conditions are slight. 
During 2010 and 2011 the sea area around the Anambas Islands was the 
preferred hunting ground. 

Within, and on the approaches to, the Singapore Strait attacks on merchant 
vessels and tugs are more opportunist and sporadic. Incidents during day 
light hours have been reported consistently throughout the year. Vessels 
approaching and departing within 60 NM of the eastern entrance to the 
Straits are more likely to be boarded than vessels entering and departing 
via the Malacca Strait. Vessels are boarded from small fast craft by gangs 
of 4 – 8 personnel armed with knives; very occasionally a hand gun is 
reported. They make their way to the bridge where they threaten crew 
members before stealing cash, portable electronic equipment and crew 
belongings. The use of violence, although threatened, is rare. Tugs towing 
barges are generally robbed of cargo.  If the robbers are sighted and an 
alarm is raised they will flee empty handed. 
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Robbery at anchor
The robbery of vessels at anchor across Southeast Asia makes up the 
majority of reported maritime crime in the area. It is opportunistic in 
nature, generally involving 2 – 4 personnel who will flee empty handed 
if discovered. The use of violence is rare but crew members have, on 
occasion, been held hostage while the crime is committed. The targets 
are ship stores, engine spares and mooring ropes. Assailants gain access 
by climbing anchor cables or with grappling hooks and ropes from small 
craft. Merchant vessels at anchor off the ports of Dumai, Belawan, 
Balikpapan, Jakarta, Samarinda, Surabaya and Taboneo in Indonesia, 
Chittagong, Bangladesh, Vung Tau and Hai Phong, Vietnam Manila, 
Philippines and the anchorages in the east and west Singapore Straits 
account for over 95% of all reported incidents.    

Robbery at berth
Robbery of vessels while berthed is uncommon, but does occur. Much like 
robbery at anchor, this crime is opportunistic with stores, engine spares 
and mooring ropes taken. The robbers get on board from small craft 
using low access points to gain entry; minor cases of violence have been 
reported when these robbers have been disturbed. Merchant vessels in 
the ports of Belawan, Dumai and Balikpapan have all reported incidents 
of robbery while berthed in the last 3 months of 2012.

Attacks usually 
happen in clusters, 

generally on 
consecutive nights

Vessels at anchor off Balikpapan. Photo courtesy of Gatotkusumo
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The boarding and subsequent robbery of vessels in transit off the Anambas 
Islands, South China Sea has reduced dramatically, which coincides with 
the increase in fuel theft in the South China Sea and Singapore Strait. 
Significant arrests have been made, most notably by the Vietnam Marine 
Police (VMP) during the release from hijack of the MT Zafirah, and by 
the Malaysian Maritime Enforcement Agency (MMEA) during the boarding 
of the Merlion Dua. The arrest of two sets of gang members will initially 
reduce the capacity for further acts of piracy within the South China Sea 
and Singapore Strait but, as has been seen before, the syndicate leaders 
will recruit new members and the spiral of illegal activity will continue.  

The increase in the number of reported incidents of petty crime in the 
major ports of Indonesia points to a lack of coordination within the 
maritime domain. There are currently 13 institutions involved in patrolling 
the seas and coastline of Indonesia. This covers 50 000 NM of coast line 
and almost 2 million square miles of ocean. Port authorities in particular 
are finding it difficult to police the anchorages at the ports of Belawan, 
Dumai, Balikpapan, Jakarta, Samarinda, Surabaya and Taboneo. Here, 
opportunistic crime accounts for over 50% of all reported incidents for 
Southeast Asia.

Progress has been made across the remainder of the region with an overall 
reduction in thefts from vessels in the ports of Chittagong, Bangladesh 
Vung Tau, Vietnam and Manila, Philippines.    

This report has highlighted the extent of maritime crime in Southeast 
Asia, demonstrating the range of threats that mariners face across a wide 
geographical area.  Whilst it is clear that the vast majority of this crime is 
low level theft, there are other, more audacious attacks on vessels with 
bigger aims in mind.  The common denominator in many events is the 
threat of violence, risking serious injury or worse to the victims of these 
crimes.  The very clear message that comes from this analysis is the need 
for all vessel crews to maintain high levels of vigilance when operating 
across the region, whether alongside at berth, at anchor or transiting.  
Southeast Asia may no longer attract the media coverage it once did, 
but there is danger to be found in its waters.  Being both aware of these 
dangers and prepared to mitigate the risk that they pose are important 
steps in keeping vessels and seafarers safe from harm. 
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Attempts by the nations of Southeast Asia at reducing 
piracy and maritime crime are stagnating. While reductions 
in crime are seen in one area there is an increase in others.  
Although petty theft represents the majority of reported 
incidents, more serious organised criminal enterprises 
continue in the background. Product tankers and fuel 
barges have been targeted for their cargo of Marine Gas 
Oil (MGO) or other fuel. This is a sophisticated operation 
involving highly organised gangs who have ready access 
to lighter barges and knowledge of Ship to Ship (STS) 
operations. Insider information is required to facilitate 
this type of crime with vessel movements and cargo 
details required before the criminals proceed to sea. The 
targeting of tugs and barges for their cargo, or for the 
vessels themselves, remains a constant; again, this is 
highly organised with the vessels intended routes and 
times known to the criminals. Buyers for vessels, cargo 
and fuel must first be in place before the act of piracy is 
committed.  

Vessels engaged in STS Operations

Chittagong Port Channel, Bangladesh.
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• While navigating in the South China Sea and Singapore Straits, it is  
 recommended that vessels fully implement anti–piracy measures  
 and operate at a heightened state of readiness, maintaining   
 strict 24 hour anti‐piracy visual and radar watches. EXTRA vigilance  
 is recommended during the hours of darkness.

• Establish and maintain a ship’s security plan with regular anti-piracy  
 drills.

• Voyage details, passage plans, dates and cargo where possible  
 should be kept confidential.  

• Early assessment /detection will allow vessels to take evasive   
 measures to prevent boarding and provide ample time to request  
 assistance.

• While at anchor or while alongside in the ports of Indonesia,   
 upperdeck patrols consisting of a minimum of two personnel are to  
 be carried out. All essential access points are to be locked.

• Consideration should be given to installing extra lighting which can  
 be used to highlight possible small craft approaching the vessel  
 (once discovered possible assailants will normally give up their   
 attempts).

• Audio alarms are to be used on discovery of potential attackers.

• Discreet tracking devices can be installed allowing owners to follow  
 vessels’ movements.   
  
• In the event of the vessel being boarded the ship’s company is   
 to keep calm and should not provoke their attackers into the use of  
 violence.

• All incidents are to be reported to local authorities: 
 IMB PRC: +60 3 20310014  imbkl@icc‐ccs.org / piracy@icc-ccs.org  
 ReCAAP: info@recaap.org 

EXTRA vigilance is 
recommended during 
the hours of darkness.

Dryad Maritime Intelligence Service advise proper risk 
planning to avoid the threat posed by maritime crime 
and minimise the use of physical security where possible. 
For any intelligence information, planning or operations 
support contact Dryad on: 

Tel: +44 (0) 845 060 0072 

Email: enquiries@dryadmaritime.com 

Further information on our services is available at: 

www.dryadmaritime.com
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About Dryad Maritime
Dryad Maritime is a specialist maritime intelligence company helping seafarers to quantify, mitigate and manage the threats from piracy, 
terrorism and other waterborne threat and crime. The predictive nature and practical application of Dryad’s intelligence enables seafarers to 
make planning and operational decisions that safeguard their safety as well as their commercial operations.
 
Different from news aggregators, Dryad Maritime sources the most accurate information from their extensive and privileged network around the 
world; applies methodical, strategic analysis using
subject matter experts and produces predictive forecasts which inform seafarers where the risks are and how to mitigate them.
 
We welcome observations and contributions from readers. If you wish to submit your comments or find out more about our services please 
contact us on 0845 060 0072 or email enquiries@dryadmaritime.com
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The information is intended for use only by the individuals or entity named above, and is not for onward transmission without the specific permission of Dryad Maritime Intelligence Service. If 
you are not the intended recipient, be aware that any disclosure, copying, distribution or use of the contents of this information is strictly prohibited. If you have received this message in error, 
please notify me by telephone immediately.  
 
Advice given and recommendations made do not constitute a warranty of future results or an assurance against risk.  Recommendations are based on  information provided by you and other 
information available at the time of writing/publishing.  No express or implied warranty is given in respect of any judgment made or to any changes or unforeseen escalation of any factors 
affecting any such judgment.
 
Reports are intended for the recipient company only and may not be disclosed to any third parties without our prior written consent.  You agree to indemnify us against any claim and any 
resulting damages that may be caused by any unauthorised disclosure of such documents.

Services available:
•  Fleet security management
•  Intelligence reports
•  Incident alerts and advisory reports
•  Transit and port risk assessments

•  Vessel safety monitoring
•  Incident response
•  Expert witness
•  Consultancy

Contact info:
+44 (0) 845 060 0071
enquiries@dryadmaritime.com


